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Motivation

e “Stuxnet”, 20057-2010

* A group infiltrated engineer workstations
for Iranian nuclear centrifuges, uploaded modified code to PLC units

» Caused centrifuges to spin out of control and damaged them
 Awesome example of a physical effect from a digital attack
* Felix ‘FX’ Lindner built RE tools for the PLC Step7 code, from scratch

o “27c3: Building Custom Disassemblers”
https://www.youtube.com/watch?v=Q9ezff6LIol



Motivation
Cool RE

* VVendors don’t like to give you control over your own devices
 The same is true even for tractors

* [here Is a group dedicated to tractor hacking that Reverse Engineers the
tractor firmware so that it can be fixed by the farmers

e https://www.wired.com/story/john-deere-farmers-right-to-repair/



https://www.wired.com/story/john-deere-farmers-right-to-repair/

What is Reverse Engineering?
And is it legal?

* This isn’t a course in law, nor are any of us law experts. Seek your own legal advice.
* There are many legal uses for Reverse Engineering, but also there are potential violations of law or contracts.

* The Electronic Frontier Foundation (EFF) has a helpful guide for reference at https://www.eff.org/issues/coders/
reverse-engineering-faq

* “Five areas of United States law are particularly relevant for computer scientists engaging in reverse engineering:
* Copyright law and fair use, codified at 17 U.S.C. 107;
* Trade secret law;
* The anti-circumvention provisions of the Digital Millennium Copyright Act (DMCA), codified at 17 U.S.C. section 1201;

* Contract law, if use of the software is subject to an End User License Agreement (EULA), Terms of Service notice
(TOS), Terms of Use notice (TOU), Non-Disclosure Agreement (NDA), developer agreement or APl agreement; and

* The Electronic Communications Privacy Act, codified at 18 U.S.C. 2510 et. seq.” (-EFF)


https://www.eff.org/issues/coders/reverse-engineering-faq
https://www.eff.org/issues/coders/reverse-engineering-faq
https://www.eff.org/issues/coders/reverse-engineering-faq
https://www.eff.org/issues/coders/reverse-engineering-faq

ELF Files

How the OS interprets a binary

 Executable and Linkable Format (ELF)
« Composed of 3 main parts (ELF Header, Sections, Segments)

 We will just hit a few of the important bits



ELF Files

Header

* Provides some basic information about the file
* \Where to start executing
 Where to find the program headers
 Where to find the section headers.

* Other information as well such as type, architecture, etc



ELF Files

Header

e To view header details use the readelf -h <file>
FELF Header:

Magic: 7t 45 4c 406 02 01 01 00 OO0 OO OO OO0 OO OO 00 0O

Class: ELFo64

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: DYN (Shared object file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x1060

Start of program headers: 64 (bytes 1nto file)

Start of section headers: 14792 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)



ELF Files

Header (Magic)
* To view header details use the readelf -h <file>

ELF Header:

Magic: 7f 45 4c 46 02 01 01 00 00O OO OO OO OO OO OO OO

Class: ELFo64

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: DYN (Shared object file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x1060

Start of program headers: 64 (bytes 1nto file)

Start of section headers: 14792 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)



ELF Files

Header (Entry Point)

 To view header details use the readelf -h <file>
FELF Header:

Magic: 7t 45 4c 406 02 01 01 00 OO0 OO OO OO0 OO OO 00 0O

Class: ELFo64

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: DYN (Shared object file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x1060

Start of program headers: 64 (bytes 1nto file)

Start of section headers: 14792 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)



ELF Files

Header (Program Headers Start)

 To view header details use the readelf -h <file>
FELF Header:

Magic: 7t 45 4c 406 02 01 01 00 OO0 OO OO OO0 OO OO 00 0O

Class: ELFo64

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: DYN (Shared object file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x1060

Start of program headers: 64 (bytes into file)

Start of section headers: 14792 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)



ELF Files

Header (Section Headers Start)

 To view header details use the readelf -h <file>
FELF Header:

Magic: 7t 45 4c 406 02 01 01 00 OO0 OO OO OO0 OO OO 00 0O

Class: ELFo64

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: DYN (Shared object file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x1060

Start of program headers: 64 (bytes 1nto file)

Start of section headers: 14792 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)



ELF Files

Segments (Program Headers)

* Used to describe how to load the executable into memory
* Provides information such as type, permissions, load address, size, etc

* 64-bit ELFs program headers have the following structure:

typedef struct {
uint32_t p_type;
uint32_t p_flags;
ELf64 Off p_offset;
ELT64 _Addr p_vaddr;
ELT64 _Addr p_paddr;
uintod_t p_filesz,
uintod_t p_memsz;
uinto64_t p_align;
} E1f64 _Phdr;




ELF Files

Segments (Type)

typedef struct {
uint32_t p_type;
uint32_t p_flags;
ELf64 Off p_offset;
ELf64_Addr p_vaddr;
ELf64_Addr p_paddr;
uintoe4 t p_filesz;
uinto4d_t p_memsz;
uinto4 t p_align;

y E1f64 _Phdr;



ELF Files

Segments (Flags)

typedef struct {
uint32_t p_type;
uint32_ t p_flags;
ELf64 Off p_offset;
ELf64_Addr p_vaddr;
ELf64_Addr p_paddr;
uintoe4 t p_filesz;
uinto4d_t p_memsz;
uinto4 t p_align;

y E1f64 _Phdr;



ELF Files

Segments (Offset)

typedef struct {
uint32_t p_type;
uint32_t p_flags;
ELf64 Off p _offset;
ELf64_Addr p_vaddr;
ELf64 _Addr p_paddr;
uintoe4 t p_filesz;
uinto4d_t p_memsz;
uinto4 t p_align;

} E1f64 _Phdr;



ELF Files

Segments (Virtual Address)

typedef struct {
uint32_t p_type;
uint32_t p_flags;
ELf64 Off p_offset;
ELf64 Addr p_vaddr;
ELf64 _Addr p_paddr;
uintoe4 t p_filesz;
uinto4d_t p_memsz;
uinto4 t p_align;

} E1f64 _Phdr;



ELF Files

Segments (Program Headers)

e readelf -1 <file>

E1f file type is DYN (Shared object file)

Entry point 0x1060

There are 13 program headers, starting at offset 64

Program Headers:

Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

PHDR 0x0000000000000040 0x0000000000000040 0x0000000000000040
0x00000000000002d8 0x00000000000002d8 R 0x8

INTERP 0x0000000000000318 0x0000000000000318 0x0000000000000318
0x000000000000001c 0x000000000000001c R 0x1

[Requesting program interpreter: /1ib64/1d-1inux—x86—-64.s0.2]

LOAD 0x0000000000000000 0x0000000000000000 0x0000000V000000000
0x0000000000000600 0x0000000000000600 R 0x1000

LOAD 0x0000000000001000 0x0000000000001000 0x0000000000001000

0x0000000000000265 0x0000000000000265 R E 0x1000



ELF Files

Sections

* Contains the information needed for linking and relocation

« Common sections: .text; .data; .rodata; .bss
typedef struct {

uint32 t sh_name;
uint32_t sh_type;
uintoe4 t sh_flags;
ELf64 Addr sh_addr;
ELfe4 Off sh offset;
uintoe4 t sh _size;
uint32 t sh_link;
uint32 t sh_1nfo;
uinte4 t sh_addralign;
uinto4d t sh_entsize;
} E1f64 _Shdr;



ELF Files

Sections (Section Name)

typedef struct {
uint32 t sh _name;
uint32_t sh_type;
uint64_t sh_flags;
ELf64 _Addr sh_addr;
ELfe4 Off sh offset;
uintoe4 t sh _size;
uint32 t sh_link;
uint32_t sh_info;
uintoe4 t sh_addralign;
uinto4d t sh_entsize;

} E1f64 Shdr;



ELF Files

Sections (Section Header Address)

typedef struct {
uint32 t sh_name;
uint32_t sh_type;
uint64_t sh_flags;
ELf64 Addr sh_addr;
ELfe4 Off sh offset;
uintoe4 t sh _size;
uint32 t sh_link;
uint32_t sh_info;
uintoe4 t sh_addralign;
uinto4d t sh_entsize;

} E1f64 Shdr;



ELF Files

Sections (Section Header Offset)

typedef struct {
uint32 t sh_name;
uint32_t sh_type;
uint64_t sh_flags;
ELf64 _Addr sh_addr;
ELf64 Off sh offset;
uintoe4 t sh _size;
uint32 t sh_link;
uint32_t sh_info;
uintoe4 t sh_addralign;
uinto4d t sh_entsize;

} E1f64 Shdr;



ELF Files

Sections (.bss)

e Holds zeroed-out uninitialised data
* Used to hold global variables
e Readable and writeable



ELF Files

Sections (.data)

e Holds Initialised data
* Used to hold global variables
e Readable and writeable



ELF Files

Sections (.rodata)

* Holds Initialised data
* Used to hold global variables
* Read only



ELF Files

Sections (.text)

e Holds executable code
 Read/Execute only



ELF Files

Sections (.got)

* Global Offset Table

* An array of pointers used when the
executable needs to call an imported
function



ELF Files

Sections (.plt)

* Procedure Linkage Table
e Section of code that uses the GOT to call
Imported functions



ELF Files

Segments (Program Headers)

e recadelf

-S <file>

There are 31 section headers, starting at

Section Headers:
INr] Name

[ 0]
[ 1]

Size

0000000000000000
.interp
000000000000001C

.note.gnu.propert

0000000000000020

.note.gnu.build-1

0000000000000024
.note.ABI-tag
0000000000000020
.gnu.hash
0000000000000024
.dynsym
00000000000000a8
.dynstr
0000000000000084
.gnhu.version
000000000000000e
.gnu.version_r
0000000000000020

Type

EntSize

NULL
P000000000000000
PROGBITS
P000000000000000
NOTE
P000000000000000
NOTE
P000000000000000
NOTE
P000000000000000
GNU_HASH
P000000000000000
DYNSYM
P000000000000018
STRTAB
P000000000000000
VERSYM
P000000000000002
VERNEED
P000000000000000

offset 0x39c8:

Address

Flags Link Inf
0000000000000000
@@@@@@@@@080@318
0080000000800338
0@8@@@@@@080@358
@@8@0@@@@@8@@37c
00800000008003a0
QQSQQQQQQQSQQBCS
@@8@@@@@@030@47@
00800000008004f4
0@%@@@@@@050@5@8

0
0
0
0
0
0
0
1
0
0

1

Offset

Align

00000000
0@@@8318
0000%338
@@@08358
@@@0337c
000033a0
@@@083c8
0@@@8470
0000%4f4
@@@02508



ELF Files

References

* https://blog.k3170makan.com/2018/09/introduction-to-elf-format-elf-
header.ntml

* https://wiki.osdev.org/ELF Tutorial

e man elf


https://blog.k3170makan.com/2018/09/introduction-to-elf-format-elf-header.html
https://blog.k3170makan.com/2018/09/introduction-to-elf-format-elf-header.html
https://wiki.osdev.org/ELF_Tutorial

ELF Dynamic Linking

Why?
* |f not then every executable has to contain every bit of code that it wants to
execute

e |t is better to use a common set of shared libraries.

 Don’t confuse with compile time linking



ELF Dynamic Linking

How?

 Well, its complicated

 The OS uses a “linker” that is specified in the ELF header, see .interp segment

 This linker looks at the ELF headers and determines what libraries need to be loaded
INn order for the ELF executable to run

 The address in the GOT are set to the correct location in memory where the libraries
were loaded.

 So when you call printf, your code calls the location in the PLT which then will JIMP
to the necessary location in code.

 \WWay more complicated than this but it is a good overview.



ELF Dynamic Linking

ldd

ldd <file>
linux-vdso.so.1l (0x00007f£ffd121f6c000)
libc.so.6 => /1ib/x86 64-linux-gnu/libc.so.6 (0x00007££7d6e78000)

/1ib64/1d-1inux-x86-64.s0.2 (0x00007f££7d4707d000)



Ghidra

What is it?

* Free cross-platform reverse engineering tool written by...the NSA
* Yes, the National Security Agency. Yes, it is free and open source.
 Method to view the assembly instructions of a compiled binary
* Also provides a decompilation view for a C-like syntax
 Makes available a number of analysis tools

* Provides a scripting interface for plugins and an intermediate language (IL)



Ghidra

Launching

* You should have it downloaded and unzipped already
 Windows: Double click ghidraRun.bat
e OSX, "nix: Double click ghidra Run

e |f it doesn't launch make sure that it is executable or just run it from a
terminal.



Ghidra

Launching

* When you first open Ghidra
you have to open a project.

* You could just create a single
project for this whole class

Ghidra: NO ACTIVE PROJECT

File Edit Project Tools Help
R R KRS

Active Project: NO ACTIVE PROJECT

" (& NO ACTIVE PROJECT

Filter: | &)

_[ Tree \ﬁewl Table View J

Running Tools: INACTIVE




Ghidra

Launching

Ghidra: NO ACTIVE PROJECT

File Edit Project Tools Help
R R KRS

 When you first open Ghidra = ==

Active Project: NO ACTIVE PROJECT

you have to open a project. @ o acrve e

* You could just create a single
project for this whole class

* File->New Project

Filter: |

_l Tree Vlewl Table View J

Running Tools: INACTIVE




Ghidra

Launching

Ghidra: NO ACTIVE PROJECT

| File Edit Project Tools Help
LR EE R RIRZ
Tool Chest

 When you first open Ghidra

o Select Project Type (@)

* You could just create a single
project for this whole class

(® Non-Shared Project

(_) Shared Project

* File->New Project

e Non-Shared

m

Filter: k2]

‘LTree Vlewl Table View J

Running Tools: INACTIVE




Ghidra

Launching

Ghidra: NO ACTIVE PROJECT

File Edit Project Tools Help
LRRER IR

 Select a directory and give it ™™

Active Project: NO ACTIVE PROJECT
: |
d Nadme @ o ACTVE PROECT New Project X

o Select Project Location (@)
* Click Finish

Project Directory: /home/RE [ e

Project Name: COSC169

|<<§ack Next >> [ Einish J[ Cancel J

Filter: £2)
—l Tree View lTabIe \erWJ
Running Tools: INACTIVE
l 1v]




Ghidra

Launching

Ghidra: COSC169

File Edit Project Tools Help
CRORECR IR
Tool Chest

* You now have a project but 4,
nOthIng In It Active Project: COSC169

® COSC169

 Let's load a file: hello_world e e R e e [

Format: [Executable and Linking Format (ELF)

. . v|©
¢ FI Ie - > I m pO rt FI Ie Language: x86:LE:64:default:gcc =

Destination Folder: COSC169:/

Program Name: hello_world

 Browse to where you have
hello_world saved.

[ 0K J [ Cancel J

Filter: D
—l Tree View l Table View J
Running Tools
| Workspace ﬂ

Finished cache cleanup, estimated storage used: 0 )




Ghidra

Launching

Ghidra: COSC169

File Edit Project Tools Help

“FEEE B
Tool Chest

 Format: Specifies the file P
type. The default will likely | sseroies: coscis

be the correct answer.

Import /home/Dartmouth/h... X

’ La n g u ag e : Th e a rC h iteCt u re Format: [Executable and Linking Format (ELF) 3 @
for which the file i1s built.

Destination Folder: COSC169:/

Program Name: hello_world

* Destination Folder/Program
Name speak for themselves

[ 0K J [ Cancel J

® |

Filter:
—l Tree View l Table View J
Running Tools ‘-
| Workspace _ﬂ

Finished cache cleanup, estimated storage used: 0 =




Ghidra

Launching

Import Results Summary

Eile Edit Project Tools Help Project File Name: hello_world -
" Ym Y2 Ye fa A | € Last Modified: Tue Nov 16 21:41:21 EST 2021
LRRE R IR . Readonly: false -
. u Tool Chest Program Name: hello_world
* Import Results: Interesting
= Compiler ID: gcc
% # ‘9 Processor: x86
] | | [ ] - .
. . Endian: Little
information but you can just  smessecoan | S :
| —— . Minimum Address: 00100000 - .
. v |7 COSC169 Maximum Address: _elfSectionHeaders: : 000007bf
click OK B el woria ot Byt S
- . # of Memory Blocks: 33
# of Instructions: 8
# of Defined Data: 103
# of Functions: 17
# of Symbols: 51
# of Data Types: 31
# of Data Type Categories: 2
Created With Ghidra Version:10.0.4
Date Created: Tue Nov 16 21:41:21 EST 2021
ELF File Type: shared object
ELF Original Image Base: 0x0
ELF Prelinked: false
ELF Required Library [ 0]:1libc.so0.6
ELF Source File [ 0]: crtstuff.c
| ELF Source File [ 1]: hello_world.c
ELF Source File [ 2]: crtstuff.c
ELF Source File [ 3]:
Executable Format: Executable and Linking Format (ELF)
Executable Location: /home/Dartmouth/hello_world
| Executable MDS: 1c9c9c119d9a423363a0c f2a59d94779
Executable SHA2S6: 677c3f6d832f9a%12cadlacc6c04be992382ad7a002c ffbc3ff86dddcS05eb38
| FSRL: file:///home/Dartmouth/hello_world?MDS=1c9c9clf9d9a423363a0cf2a59d94779
Relocatable: true
Additional Information = :
Fiter: 1 |----- Loading /home/Dartmouth/hello_world ----- | f2)
[libc.so.6] -> not found
1Tree VlewlTabIe VlewJ ----- [hello_world] Resolve 3 external symbols -----
Unresolved external symbols which remain: 3
Running Tools
l:;pace EJ
,_05 \
Finished cache cleanup, estimated storage used: 0 =




Ghidra

Launching

Ghidra: COSC169

File Edit Project Tools Help
ESRORCRCR I IR
Tool Chest

* File is imported i v

Active Project: COSC169

* Double click "hello world" T \
to launch the Code Browser

Filter: £2]
‘lTree Vlewl Table View J
Running Tools
| Workspace ﬂ

Finished cache cleanup, estimated storage used: 0 =



Ghidra

Analyzing

File Edit Analysis Graph Navigation Search Select Tools Window Help

B e = BPBREPER JIDULFEVYE: 2% cao | vREYEIBG.20B® 132 @
w2 B X | | Listing: hello_world h D i = | % @piler % 0w X
v 7% hello_world A // A 1| | No Function
bss ™ // segment_2.1 ')
data // Loadable segment [0x0 - OxSff]
.got _/ // ram:00100000-ram: 00100317
~ . /7
-dynamic assume DF = 0x0 (Default)
fini_array = 00100000 7f 45 4c ELf64_Ehdr
Jinit_array 46 02 01
.eh_frame 0l 00 00 ...
.eh_frame_hdr L 00100000 7f db 7Fh e_ident_magi...
rodata v 00100001 45 4c 46 ds "ELF" e_ident_magi...
00100004 02 db 2h e_ident_class
‘[ Program Tree x J 00100005 01 db 1h e_ident_data
00100006 01 db 1h e_ident_vers...
|, Symbol Tree ef % 00100007 00 ' '
— 00100008 00
> (D Imports 00100009 00 00 00
» [ Exports 00 00
> h_jzn Functions 00100010 03 00
— 00100012 3e 0O
> P Labels 00100014 01 00 0O
> |3 Classes 00100018 60 10 00 [ Yes | | Mo |
» |{} Namespaces 00 00 00
00100020 40 00 00 00 00 dq ELf64_Phdr_ARRAY_00100... e_phoff
00 00 00
00100028 a8 39 00 00 00 dq E1f64_Shdr_ARRAY _elfS... e_shoff
00 00 00
Filter: Q 00100030 00 OO 00 0O ddw Oh e_flags
00100034 40 00 dw 40h e_ehsize
ma Type Manager v X 00100036 38 00 dw 38h e_phentsize
= 00100038 0d 00 dw Dh e_phnum
= -mp- |- INIER 0010003a 40 00 dw 40h e_shentsize
0010003c 1f 00 dw 1Fh e_shnum
v Jﬁ;ata Types 0010003e le 00 dw 1Eh e_shstrndx I
» & BuiltinTypes . < .
» i @hello_world < S
I Console - Scripting SRR
Filter: =)
@ | 00100000 [




Ghidra
Analyzin

 (Click Yes to start

the anaIySIS File Edit Analysis Graph Navigation Search Select Tools Window Help
B e = BPBREPER JIDULFEVYE: 2% cao | vREYEIBG.20B® 132 @

w2 B X | | Listing: hello_world D5 Bk @ =X @piler S OB @~ X
v 7% hello_world A // A 1| | No Function
| bss ™ // segment_2.1 ')
data // Loadable segment [0x0 - OxSff]
- _/ // ram:00100000-ram: 00100317
'QOt //
.C?yhamic assume DF = 0x0 (Default)
: fini_array = 00100000 7 45 4c E1f64_Ehdr
Jinit_array 46 02 01
.eh_frame 0l 00 00 ...
.eh_frame_hdr L 00100000 7f db 7Fh e_ident_magi...
3 00100001 45 4c 46 ds "ELF" e_ident magi...
' [odata : 00100004 02 db p ident_ 1g
h e_ident_class
‘[ Program Tree x J 00100005 01 db 1h e_ident_data
00100006 01 db 1h e_ident_vers...
|, Symbol Tree ef % 00100007 00 ' '
= 00100008 00
> [Cia Imports 00100009 00 00 00
» ) Exports ' 00 00
’ > h_jzn Functions 00100010 03 00
— 00100012 3e 0O
>
S Labels 00100014 01 00 0O
> |3 Classes 00100018 60 10 00 [ yes | [ mo |
» |{} Namespaces 00 00 00
00100020 40 00 00 00 00 dq E1f64_Phdr_ARRAY_00100... e_phoff
00 00 00
| 00100028 a8 39 00 00 00 dq E1f64_Shdr ARRAY _elfS... e shoff
00 00 00
Filter: Q 00100030 00 OO 00 0O ddw Oh e_flags
00100034 40 00 dw 40h e_ehsize
’ma Type Manager v X 00100036 38 00 dw 38h e_phentsize
= 00100038 0d 00 dw Dh e_phnum
= -mp- |- INIER 0010003a 40 00 dw 40h e_shentsize
0010003c 1f 00 dw 1Fh e_shnum
¥ 4R Data Types 0010003e le 0O dw 1Eh e_shstrndx I
|| » @ BuiltinTypes
/ Y» < J y»
| » i @hello_world
I Console - Scripting 8 &%
|
Filter: =)

@ 00100000 [



Ghidra
Analyzing

* Lots of analysis
options but for

File Edit Analysis Graph Navigation Search Select Tools Window Help

T e

now the default H e = BPRPR JIDULFRYB @5 oo /JEIEDCGHOBS 1am | ®
P | Program Trees ] Listing: hello_worl WO 8 B~ @ - x| [Fibecompier % B @~ X
are sufficient. o &
: I I bes
Click "Analyse bss. ) AN Ankic
.got
.dynamic
fini_array Analyzers Description
Jinit_array
.eh_frame Enaf;l... |Ana|yzer
.eh_frame_hdr L U Aggressive Instruction Finder (Prototype) |A
.rodata v ]  Apply Data Archives
‘l Program Tree x J v Ascll Strmgs. —
]  call Convention ID Options
W Call-Fixup Installer
’Embol jlee o™X UJ Conden:;)e Filler Bytes (Prototype)
» [Cla Imports (V]  Create Address Tables
» [ Exports ] Data Reference P
» | Functions U Decompiler Parameter ID ) 8
» P Labels ]  Decompiler Switch Analysis
» BD Classes ¥  Demangler GNU
» () Namespaces ] Disassemble Entry Points r
v ELF Scalar Operand References |
V] Embedded Media
]  External Entry References b |
]  Function ID v
i . by
Fiter &) | Select All | | Deselect All | | Reset | | Save.. |

ata Type Manager v X
W yp g [Standard Defaults B Delete

- Wk

v i® Data Types
>ﬂ BuiltinTypes 3 J T
» [ @hello_world — [ Analyze ] [ Cancel J Apply
= &%
Filter: t2)

@ . 00100000 (]




Ghidra
Analyzing

e Should be quick but
once done you
should be able to see
the ELF header we
discussed eatrlier.

File Edit Analysis Graph Navigation Search Select Tools Window Help

CodeBrowser: COSC169:/hello_world

H e-=- BREBD JIDULFRYB- @85 oo | vVREYSEADG.0B® 1 da | @
e 0 x "ok T &0 | &0 (M8~ x
v 7 hello_world Al 7 A 1 [ |No Function
bss ™ // segment_2.1 ')
data // Loadable segment [0xO - Ox5ff]
got _/ // ram:00100000- ram: 00100317
—g ) 1/
.c?yrjamlc assume DF = 0x0 (Default)
fini_array S| 00100000 7f 45 4c ELf64_Ehdr
Jinit_array 46 02 01
.eh_frame 0l 00 00 ..
.eh_frame_hdr L 00100000 7f db 7Fh e_ident_magi...
rodata v 00100001 45 4c 46 ds "ELF" e_ident_magi...
00100004 02 db 2h e_ident_class
‘[ Program Tree x J 00100005 01 db 1h e_ident_data
00100006 01 db 1h e_ident_vers...
m“' Tree ef % 00100007 00 db oh e_ident_osabi
— 00100008 00 db oh e_ident_abiv...
> [Cia Imports 00100009 00 00 00 00 00 db[7] e_ident_pad
» ) Exports I 00 00
I Ef@] Functions 00100010 03 00 dw 3h e_‘type
~ 00100012 3e 00 dw 3Eh e_machine
> P Labels 00100014 01 00 00 00  ddw 1h e_version
> [O Classes 00100018 60 10 00 00 00 dq _start e_entry =
» |[{}Namespaces 00 00 00
00100020 40 00 00 00 00 dq ELf64_Phdr_ARRAY_00100... e_phoff
00 00 00
00100028 a8 39 00 00 00 dq ELf64_Shdr_ARRAY _elfS... e_shoff
00 00 00
Filter: Q 00100030 00 00 00 00 ddw Oh e_flags
00100034 40 00 dw 40h e_ehsize
mﬂ Type Manager v X 00100036 38 00 dw 38h e_phentsize
00100038 Od 00 dw Dh e_phnum
= -mp- |- h&lﬁg [=] 0010003a 40 00 dw 40h e_shentsize
0010003c 1f 00 dw 1Fh e_shnum
¥ fR Data Types 0010003e le 00 dw 1Eh e_shstrndx =
> ﬂ BuiltinTypes 7 . = v,
> ﬂohello_world
» i generic_clib_64 e - Scripting ERARS
|Filter: f2]
@| 00100000




Ghidra

Analyzing

e |et's check out the
main() function CodeBrowser: COSC169:/hello_world

°
In the Symb0| Tree File Edit Analysis Graph Navigation Search Select Tools Window Help
window expand the He-= BRPR JIDULFRYB: @6 oo VEIEIRG.L0BO |4~ | @
FunCtlonS fOlder mramTrees i ™ X ! ! D> B @ =% i@mpile: main - (hello_world) % g @ x
. v [55¥ hello_world & undefined AL:1 <RETURN> A 1 !
. . ‘ ' . : : 2 |pndefined8 main(int param_1,long param_2)
° .bss undefined4 Stack[-Oxc]:4 local_c XREF[2] : 00101189(W), - - -
ScrOII untll you flnd .data 00101190(R) 3
. . . .got / undefineds8 Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), a1t
main and click on it. .dynamic 00101196 (R) S| if (param 1l <2) {
&0l arrg main XREF (4] : Entry Point(*), 6 print_string("Hello World!");
s Nn._Arrdy _start:00101081 (*), 0010205 7|}
sniC_armay 00102120(*) 8| else {
.eh_frame - 0010117d f3 Of le fa ENDBRG4 H‘ print_string(* (undefined8 *)(param_2 + 8));
.eh_frame_hdr L 00101181 55 PUSH RBP 10| }
.rodata v 00101182 48 89 e5 MOV RBP, RSP 11| return O;
00101185 48 83 ec 10  SUB RSP, 0x10 ) 2 (}
| Program Tree x | 00101189 89 7d fc MOV dword ptr [RBP + local c],EDI 13
. 0010118c 48 89 75 fO MoV qword ptr [REP + local_18],RSI
aes Symbol Tree B ™| X 00101190 83 7d fc 01 CMP dword ptr [FEP + local c],0xl
» § start N r- 00101194 7e 15 JLE LAB_001011ab
> § a C | } , 00101196 48 8b 45 fO MoV RaX,qword ptr [REP + local_18]
Bregisier tm_clones | 0010119a 48 83 cO 08  ADD RAX, X8
»¥F  frame_dummy | 0010119 48 8b 00 MOV RaX, qword ptr [RAX]
» ¥ FUN_00101020 : 001011al 48 89 c7 MOV RDI, RAX
\ 001011a4 e8 a0 ff CALL print_string
» § print_string | ff ff E
- — 001011a9 eb Oc JMP LAB_001011b7
» ¥ register_tm_clones !
—— |
> &P Labels v ) LAB_001011ab XREF[1]:  00101194(j)
<« I, 001011ab 48 8d 3d LEA RDI, [s_Hello_World!_00102010]
Se Oe 00 0O
Filter: 2] 001011b2 e8 92 ff CALL print_string
7 ff ff
Wa IR anager > X LAB 001011b7 REF[1] 001011a9(j)
- B X - ag(y
== [ W& o 001011b7 b8 00 00 MOV EAX, 0x0
00 00
v
43 Data Types 001011bc c9 LEAVE v
> i -1 - —_—
ﬁ BuiltinTypes e 7 v, = D v,
» I @hello_world -
» # generic_clib_64 1sole - Scripting SR
Filter: f2)
@ 0010117d main ENDBR64
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 Check out the CodeBrowser: COSC169:/hello_world

decompllatlon File Edit Analysis Graph Navigation Search Select Tools Window Help
« How does itcompare |B/¢ = BBEB JIDULFRYB - @& oo /EIEORGL0BO |0 @
to What |S |nS|de ﬁ IEiirees Rl Anello, worl DS (B @ E-x i@mpile: main - (hello_world) % g @ x
v 77 hello_world A undefined AL:1 <RETURN> ,‘ 1 , e
hell Id o bss N undefined4 Stack[-Oxc]:4 local_c XREF[2] : 00101183 (W), 2 |hindefined8 main(int param_1,long param_2)
ello_worla.cC: data 00101190 (R) 3
.got / undefineds Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), L\
- . 00101196(R) S 1f (param_1 < 2) {
.dynamIC - - o 4 4 " 1 [
&0l arrg main XREF[4] : Entry Point(*), 6 print_string("Hello World!");
el ondiny _start:00101081(*), 0010205 7|}
it_array 00102120 (*) 8| else {
.eh_frame - 0010117d f3 Of le fa ENDBRG4 H‘ print_string(* (undefined8 *)(param_2 + 8));
.eh_frame_hdr L 00101181 55 PUSH RBP 10 }
.rodata v 00101182 48 89 e5 MOV RBP, RSP 11| return O;
00101185 48 83 ec 10  SUB RSP, 0x10 ) 2 (}
| Program Tree x | 00101189 89 7d fc MOV dword ptr [RBP + local c],EDI 13
. 0010118c 48 89 75 fO MoV qword ptr [REP + local_18],RSI
aes Symbol Tree B ™| X 00101190 83 7d fc 01 CMP dword ptr [FEP + local c],0xl
> § star i - 00101194 7e 15 JLE LAB_001011ab
. - : 00101196 48 8b 45 fO MoV RaX,qword ptr [REP + local_18]
§  deregister_tm_clones A 0010119a 48 83 cO 08  ADD RAX, 0x8
»¥F  frame_dummy | 0010119 48 8b 00 MOV RaX, qword ptr [RAX]
» § FUN_00101020 ! 001011al 48 89 c7 MOV RDI, RAX
\ 001011a4 e8 a0 ff CALL print_string
» § print_string | ff ff E
T — 001011a9 eb Oc JMP LAB_001011b7
» ¥ register_tm_clones !
—— |
> P Labels v ) LAB_001011ab XREF[1] : 00101194(j)
<« T 001011ab 48 8d 3d LEA RDI, [s_Hello_World!_00102010]
Se Oe 00 00
Filter: t2) 001011b2 e8 92 ff CALL print_string
: ff ff
(GBI Manager > X LAB_001011b7 XREF[1] 001011a9(j)
’ _ : ad(]
=-=- - W& " 001011b7 b8 00 00 MOV EAX, 0X0
00 00
v
43 Data Types 001011bc c9 LEAVE v
> @ BuiltinTypes e — 7 v, = D v,
» I @hello_world -
» # generic_clib_64 1sole - Scripting SR
Filter: f2)
@ 0010117d main ENDBR64
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Analyzing

e Gives you an idea of how the
execution flows through the

program.

 You can see the CMP and

subsequent JLE

File Edit Navigation Search Select Help

G@-=- BHEP0H JIDULFRY v

=+ Function Graph - main - 4 vertices (hello_world)

...1182 MOV
...1185 SUB
...1189 MOV
...118c MOV
...1190 CMP
...1194 JLE

undefined4
undefined8

...117d END.
...1181 PUSH REF

PREFT=ll
undefined main()
undefined AL:1 <RETURN=>

mafin

RBP, RSP

RSP, 0x10

dword ptr [REF + local_c],...
qword ptr [FEF + local 18]...
dword ptr [FEF + local c],...
LAB_001011ab

Stack[-0xc]:4 local c
Stack([-0x18]:8 local_18

ootonise 7 OIK

...1196 MOV RAX,qword ptr [REFP + local...
...119a ADD RAX,0x8

...119e MOV RAaX,qword ptr [RAX]

...11al MOV RDI,RAX

...11a4 CALL print_string

...11a9 JMP LAB_001011b7

|oo1011ab -1AB O01011ab g~ [ | [

LAB_001011lab
...llab LEA RDI, [s_Hello_World! 001020...
...11b2 CALL print string

¥

[BBi01167 -.. &/ - O | W
LAB_001011b7

...11b7 MOV EAX, 0O

...11bc LEAVE

...11bd RET
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Analyzing

Let's start filling out what we
know about this function CodeBrowser: COSC169:/hello_world

File Edit Analysis Graph Navigation Search Select Tools Window Help
How many arguments are H &= BBED JIDULFREVB: @@ oo /JEIEDG.L20BO - @
there tO maln()? WramTrees i Listing: hello_world vy Bk @ =X mile: main - (hello_world) % < @l X
v (57 hello_world A undefined AL:1 <RETURN> A 1 ‘ -
bss N undefined4 Stack[-Oxc]:4 local_c XREF[2] : 00101189 (W), 2 |indefineds main(int param_1,long paran_2)
.data ) 00101190(R) 3
What are the P, .got undefineds Stack[-0x18] :8 local_18 XREF[2] : 0010118c (W), 4 d
y - : . 5| if (param_ 1 < 2) {
.dynamic 00101196 (R) > Jaran_l < 2) )
fini arra main XREF (4] : Entry Point(*), 6 print_string("Hello World!");
y niarrdy _start:00101081 (*), 0010209 7|}
| . Jinit_array 00102120(*) 8| else { . :
Le‘t S g|Ve them soOome names. .eh_frame - 0010117d f3 Of 1le fa ENDBR64 9 print_string(*(undefined8 *)(param_2 + 8));
.eh_frame_hdr L 00101181 55 PUSH RBP 10| }
.rodata v 00101182 48 89 e5 MOV RBP, RSP 11| return O;
—l RG] 00101185 48 83 ec 10 suB RSP, 0x10 ) 12 |}
ram lree P 13
. . 00101189 89 7d fc MOV dword ptr [FEF + local_c],EDI
What |S happenlng at . 0010118c 48 89 75 fO MoV qword ptr [REP + local 18],RSI
. 't t O 001 01 1 897 sen Symbol Tree B ™| X 00101190 83 7d fc 01 CMP dword ptr [FEP + local c],0xl
‘ . . 1 - 00101194 7e 15 JLE LAB_001011ab
Instruction UX g ’; j’tan. | i 00101196 48 8b 45 0 MOV RaX,qword ptr [FEP + local 18]
eregister_tm_clones a 0010119a 48 83 cO 08  ADD RAX, Ox8
»¥F  frame_dummy | 0010119 48 8b 00 MOV RAX,qword ptr [Rax]
. » § FUN_00101020 ! 001011al 48 89 c7 MOV RDI, RAX
Name It. | 001011a4 e8 a0 ff CALL print_string
» § print_string | ff ff E
. — 001011a9 eb Oc IMP LAB_001011b7
» ¥ register_tm_clones !
—— |
> O Labels v ) LAB_001011ab XREF[1] : 00101194(j)
<« T, 001011ab 48 8d 3d LEA RDT, [s_Hello_World!_00102010]
Se Oe 00 00
Filter: t2) 001011b2 e8 92 ff CALL print_string
ff ff
GRS Manager > X LAB_001011b7 REF([1] 001011a9(j)
_ X ] ag(y
&= 2 N " 001011b7 b8 00 00 MOV EAX, OXO
00 00
v
{'?f;atsa -E;p:s 001011bc c9 LEAVE S
g BuiltinTypes < — — J > <L J T
» i @hello_world
» i generic_clib_64 I console - Scripting ERAL
Filter: 2
@ 0010117d main ENDBR64
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Analyzing

CodeBrowser: COSC169:/hello_world

File Edit Analysis Graph MNavigation Search Select Tools Window Help

H ¢e&-=- BREED JIDULFRYB- @9 v | VRV HEDG.20BS 1 d | @

ram Trees PP 4 & Listing: hello_world P G | B s EIRAPS mpile: main - (hello_world) % || [& v X
P A
v &7 hello_world A undefined4 Stack[-0xc]:4 local_c XREF[2] : 00101189 (W), A 1 . o
bss N 00101190(R) N 2 |pndefineds main(int param_1,long param_2)
.data ) undefineds Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), 4 .
i : : .got 00101196 (R) W\
* Right or two finger click the dynarmic WEF(4]:  Entry Point(¥), 5| if (paran < 2) {
'f.y. start:00101081 (*), 0010205 & print_string("Hello World!");
name "local_c" -> Edit Label ni_array Pz 0) | o
_ g nit_array 0010117d f3 Of le fa  ENDBR64 8| else{ , ,
=] .eh_frame Bp 9 print_string(*(undefined8 *)(param 2 + 8));
] .eh_ 00101181 55 PUSH REF 9 i
.eh_frame_hdr L 00101182 48 89 €5 MOV RBP, RSP 10|}
.rodata v 00101185 48 83 ec 10 SUB RSP, 0x10 11| return O;
-, 00101189 89 7d fc MOV dword ptr [REP + locfl—=l—=o% ) 12 1}
| Program Tree x | 0010118c 48 89 75 fO MOV qword ptr [REP + loc{ Bookmark... Ctrl+D 13
00101190 83 7d fc 01 CcMP dword ptr [REP + loc:
Clear Code Bytes C
l@bol Tree . el - 00101194 7e 15 JLE LAB_001011ab de Byt
| - Clear With Options
» § start a ‘ 00101196 48 8b 45 f0 MOV RAX,qword ptr [REF + .
e | | 0010119a 48 83 cO 08  ADD RAX, Ox8 Clear Flow and Repair
f deregister_tm_clones Ll 0010119 48 8b 00 MOV Rax, qword ptr [RAX] | copy CtrleC
> ¥ frame_dummy : 001011lal 48 89 c7 MOV RDI, RAX Copy Special
» ¥ FUN_00101020 \ 001011a4 e8 a0 ff CALL print_string y
= \ Ff Ff Paste Ctri+V
|
» § print_string —‘H 001011a9 eb Oc JMP LAB_001011b7 Comments > E
: | o
: § register_tm_clones K N LAB_001011ab Instruction Info...
> P Labels v 001011ab 48 8d 3d LEA RDI, [s_Hello_World! ( Patch Instruction Ctrl+Shift+G
<« J Ve Se Oe 00 0O Processor Manual...
001011b2 e8 92 ff CALL pl‘int_stl‘inq Processor Options‘“
Filter: £ ff ff :
Create Function F
lo7) Data Type Manager v X L, LAB_001011b7 Create Thunk Function
001011b7 b8 00 0O MOV EAX, Ox0 Function >
v v * v
= e LY 061G11b 08 0o LEAVE Function Variables >
v cc .
ﬁ;Data_WPes 001011bd c3 RET Edit Label... - Iy
> ﬁ BuiltinTypes <G — ; Show Label History... H — < J G
g FOhelIo_world —— — Clear Register Values... a
» # generic_clib_64 sole - scripting Set Register Values... Ctrl+R & al
Colors
Convert
Set Equate... E
Fallthrough >
References >
Filter: f2)

@ | 00101189 main MOV dword ptr [RBP + -Oxdl.... |



Ghidra
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CodeBrowser: COSC169:/hello_world

Eile Edit Analysis Graph Navigation Search Select Tools Window Help

H e&-=- PBEFER JIDULFEREYB- @9 va /VESHDG.:08BO 1 ds @

[EramTrees i Listing: hello_worlc TD N Bl @l E - X mﬁle: main - (hello_world) % e 8 X
v ¥ hello_world A undefined4 Stack[-0xc]:4 local_c XREF[2] : 00101189(W), A - . o
bss ™ 00101190 (R) " 2 |pndefined8 main(int param_1,long param_2) i
.data undefineds Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), 3
got / 00101196(R) 4 o e s
. . . . . main XREF[4] : Entry Point(*), 5| 17 (param_l <
¢ nght Or tWO flnger ClICk the gz?aar:_l;: _start:00101081(*), 0010205 6 print_string("Hello World!");
. . . iy 00102120 (*) 7} ,
name "local_c" -> Edit Label it array 00101174 3 0f 1e fa Bl elset .
— .eh_frame 00101181 55 9 print_string (*(undefined8 *) (param_2 + 8));
. .eh_frame_hdr L 00101182 48 89 e5 1]}
_ -rodata v 00101185 48 83 ec 10 il] retum O: |
- 00101189 89 7d fc ) 12 1}
| Program Tree x | 0010118c 48 89 75 0 =
00101190 83 7d fc 01 Enter Name:
[ Symbol Tree Bl ™ X ‘- 00101194 7e 15 argd] v |
> E].Imports 1 00101196 48 8b 45 fO
— [ 0010119a 48 83 cO 08 Namespace
> © Exports |l 0010119 48 &b 00 .
» | Functions } 001011lal 48 89 c7 -
IS la) Labels I 001011lad e8 a0 ff Properties
! ff ff - -
>
g;lasses —— 00101129 eb Oc =
> amespaces I
1 0K Cancel
N LAB. [ — ] < ) XREF[1]: 00101194(j)
00101lab 48 8d 3d LEA RDT, [s_Hello_World!_00102010]
Se Oe 00 00
001011b2 e8 92 ff CALL print_string
Filter: f2) ff ff
lox) Data Type Manager v X L, LAB_001011b7 XREF[1]:  001011a9(j)
« = o N 001011b7 b8 00 00 MOV EAX, 0x0
T= T T 00 00
001011bc c9 LEAVE
v
{%Data_wpes 001011bd c3 RET o
ﬁ BuiltinTypes <« Sttt = - ] S <« i Ao
» i @hello_world
» £ generic_clib_64 sole - Scripting BN,
Filter: f2) :
@l 00101189 main MOV dword ptr [RBP + -0x4],...
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CodeBrowser: COSC169:/hello_world

File Edit Analysis Graph MNavigation Search Select Tools Window Help

H &-=- BBREBRD JIDULFRVYB:- @@ vo | vEYEDG.208O 13| @

| Program Trees IR 4l = Listing: hello_world O 8 Bk @ - x| [P Dpecompile: main - (hello_world) % 2 @~ x
v 57 hello_world A undefined4 Stack[-Oxc]:4 argc XREF[2] : 00101189 (W), k. 1 _ o
.bss ™ 00101190 (R) - lindefined8 main(int param_1,long param_2)
.data undefineds Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), 3
‘ 4
* You can see that the new .got '1 | 00101196(R) “t
: , . . * 5| if (param_ 1 < 2) {
dvnamic main XREF[4] : Entry Point(*), ’ : =
Sk start:00101081 (*), 0010209 6 print_string("Hello World!");
name propagates fini_array = 7|y
- 00102120 (*) ’
. Anik_array 0010117d f3 of 1e fa  ENDBR64 8| else { . .
® What name ShOUld We g'Ve .eh_frame 00101181 55 PUSH RBP 'i‘ print_string (* (undefined8 *) (param_2 + 8));
.eh_frame_hdr 5 00101182 48 89 e5 MOV RBP, RSP 10| }
local 187 rodata v 00101185 48 83 ec 10  SUB RSP, 0x10 11| return 0;
— " 00101189 89 7d fc MOV dword ptr [REP + argc],EDI ) 12 |}
—l Program Tree J T 0010118c 48 89 75 fO MOV gword ptr [RBP + lochl_18],RSI 13
00101190 83 7d fc 01 cMP dword ptr [REP + argc],Oxl
[@““' ree Bl | X r- 00101194 7e 15 JLE LAB_001011ab
~ ‘ 00101196 48 8b 45 fO MoV RaX,qword ptr [REP + local_18]
> Bla Imports | 0010119a 48 83 cO 08  ADD RAX, OX8
> © Exports N 0010119 48 8b 0O MOV Rax,qword ptr [RAX]
» ) Functions | 001011al 48 89 c7 MOV RDI, RAX
» [P Labels ! 001011a4 e8 a0 ff CALL print_string
| ff ff
> CO Classes ! 001011a9 eb Oc P LAB_001011b7 E
» |[{}Namespaces i _
N LAB_001011ab XREF[1] : 00101194(j)
001011ab 48 8d 3d LEA RDT, [s_Hello_World!_00102010]
Se Oe 00 00
001011b2 e8 92 ff CALL print_string
Filter: 2 ff ff
o7 Data Type Manager v X L, LAB_001011b7 XREF[1] : 001011a9(j)
- - 001011b7 b8 00 00 MOV EAX, Ox0
-2 2 (INKR | [ 00 00
001011bc c9 LEAVE
v
A%Data_wpes 001011bd c3 RET S
> i BuiltinTypes < — — : J . e J .
» I @hello_world —
» # generic_clib_64 sole - Scripting Q&|x
Filter: f2)

@ | 0010118¢ main MOV qword ptr [RBP + -0x10]... |
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CodeBrowser: COSC169:/hello_world

File Edit Analysis Graph MNavigation Search Select Tools Window Help

H ¢e&-=- BREED JIDULFRYB- @9 v | VRV HEDG.20BS 1 d | @

WramTrees =R & Listing: hello_world HiD I%— B @ =X wpile: main - (hello_world) % g 8 X
v ¥ hello_world A undefined4 Stack[-0xc]:4 argc XREF[2] : 00101189 (W), A 1 . o
bss ™ 00101190(R) . 2 |pndefined8 main(int param_1,long param_2)
.data ) undefineds Stack[-0x18]:8 local_18 XREF[2] : 0010118c (W), 3 .
: 00101196 (R) 4
. I I .got : : e | 4
° » . main XREF[4] : Entry Point(*), 5| if (paran_l < 2) {
If you Sald argv then you are 'thamlc star‘t:00101081(*), 0010209 6 print_string("Hello World!");
fini_array - N 71 3
CorreCt init_arra 00102120(*) . 1
. d .Inic_array 0010117d f3 Of le fa  ENDBR64 8| else { , ,
.eh_frame 00101181 55 PUSH RBP 9 prlnt_strlng (* (undefineds *)(param_2 + 8));
.eh_frame_hdr L 00101182 48 89 eS MOV RBP, RSP 10| }
.rodata v 00101185 48 83 ec 10 SUB RSP, 0x10 11| return O;
00101189 89 7d fc MOV dword ptr [RBP + argc],EDI ) 12 1}
| _Program Tree x| -+ 0010118c 48 89 75 fO MOV qword ptr [REP + lochl_18],RSI 13
00101190 83 7d fc 01 cMP dword ptr [REP + argc],Oxl
l@bol Tree g | X : 00101194 7e 15 JLE LAB_001011ab
~ ‘ 00101196 48 8b 45 fO MoV Rax,qword ptr [REP + local 18]
> | —
Cla Imports | 0010119a 48 83 cO 08 ADD RAX, 0x8
> O Exports N 0010119 48 8b 00 MOV RaX,qword ptr [RAX]
» | Functions ! 00101lal 48 89 c7 MOV RDI, RAX
» [P Labels i 001011la4 :? ?2 ff CALL print_string
> |
O Classes —— 001011a9 eb Oc P LAB_001011b7 -
|
» |[{}Namespaces |
‘* LAB_001011ab XREF([1]: 00101194(j)
00101lab 48 8d 3d LEA RDI, [s_Hello_World!_00102010]
Se Oe 00 00
001011b2 e8 92 ff CALL print_string
Filter: £ ff ff
. 001011b7 b8 00 0O MOV EAX, Ox0
== 2 (INR [ 00 00
001011lbc c9 LEAVE
v
45 Data Types 001011bd c3 RET o
> i s — — I -
ﬁ BuiltinTypes = 7 . = 7 v,
» £ @hello_world -
» # generic_clib_64 sole - Scripting D%
Filter: f2)

@ | 0010118¢ main MOV qword ptr [RBP + -0x10]... |



Ghidra

Analyzing
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H ¢e&-=- BREED JIDULFRYB- @9 v | VRV HEDG.20BS 1 d | @

WramTrees =R & Listing: hello_world HiD I%— B @ =X wpile: main - (hello_world) % g 8 X
v ¥ hello_world A undefined4 Stack[-0xc]:4 argc XREF[2] : 00101189 (W), A 1 . o
' ™ . 2 |undefined8 main(int param_1,long param_2)
.bss 00101190(R) . - -
.data ) undefineds Stack[-0x18]:8 argv XREF[2] : 0010118c (W), 3 .
: 00101196 (R) 4
. I I E .got A . e | s
o » . main XREF[4] : Entry Point(*), 5| 1f (param_1l < 2) {
If you said "argv" then you are dynamic nery Point (), ook Wl 8| oriat siring(Helto world:):
Correct 'flm‘array 00102120 (*) j }
. Init_array 0010117d 3 Of le fa  ENDBR64 8| else { . .
.eh_frame Bp 9 rint_string (* (undefine param_2 + i
=] ehf 00101181 55 PUSH RBF 9 t_string (*(undefineds *)( 2 +8))
.eh_frame_hdr L 00101182 48 89 eS MOV RBP, RSP 10| }
.rodata v 00101185 48 83 ec 10 SUB RSP, 0x10 11| return O;
00101189 89 7d fc MOV dword ptr [REP + argc],EDI ) 12 1}
| _Program Tree x | 0010118c 48 89 75 fO MOV qword ptr [REP + argv],RSI 13
00101190 83 7d fc 01 CcMP dword ptr [REP + argc],Oxl
l@bol Tree g | X : 00101194 7e 15 JLE LAB_001011ab
~ T ‘ 00101196 48 8b 45 O MOV RAX,qword ptr [REF + argv]
> |
Cla Imports | 0010119a 48 83 cO 08  ADD RAX, 0x8
> O Exports N 0010119 48 8b 00 MOV RaX,qword ptr [RAX]
» =) Functions ! 001011al 48 89 c7 MOV RDI, RAX
» [P Labels i 001011la4 :? ?2 ff CALL print_string
> |
O Classes —— 001011a9 eb Oc P LAB_001011b7 -
» |[{}Namespaces :
N LAB_001011ab XREF[1] : 00101194(j)
001011ab 48 8d 3d LEA RDT, [s_Hello_World!_00102010]
Se Oe 00 00
001011b2 e8 92 ff CALL print_string
Filter: £ ff ff
- 001011b7 b8 00 00 MOV EAX, 0x0
- - (INR = 00 00
001011bc c9 LEAVE
v
45 Data Types 001011bd c3 RET o
> i et - - — -
ﬁ BuiltinTypes = 7 . = 7 v,
» £ @hello_world -
» # generic_clib_64 sole - Scripting D%
Filter: f2)

@ | 00101196 main MOV RAX,qword ptr [RBP + 0... |



argv: An aside

What is argv?

An array of character pointers

Each pointer points to a NULL
byte delimited string

The final entry is a NULL
pointer

On a 64-bit CPU each address
Is 8 bytes.

argv

source: http://www.csc.villanova.edu/~mdamian/csc2405/assign/cmdargs.htm

NULL
— g | AU | T | Y - NDE
— /Y w' | ‘ol [P\
—> o) | nl | e |\
—W AL | L e T A\



http://www.csc.villanova.edu/~mdamian/csc2405/assign/cmdargs.htm

Ghidra

Analyzing

CodeBrowser: COSC169:/hello_world

 Questions to ask:

H File Edit Analysis Graph MNavigation Search Select Tools Window Help
1' What IS the Compare H &= BRBEER JIDULFRYB- @5 oo | VEYEDG.0BO | dn @

at OX1 01 190 CheCkIng WramTrees =R & Listing: hello_world HiD I%— B @ =X wpile: main - (hello_world) % g 8 X
forr) v (£ hello_world A undefined4 Stack[-0xc]:4 argc XREF[2] : 00101189 (W), L 1 . .
: bss ™ 00101190(R) - undefined8 main(int param_l,long param_2)
2 What are the .data ) undefineds Stack[-0x18]:8 argv XREF[2] : 0010118c (W), 4 .
. ) .got 00101196 (R) 4t
. . gynamic main XREF[4] : Entry Point(*), 5| if (patt"am¥l_< ?)H{ll orld!®)
' i 6 rint_string("Hello World!");
instructions from i aray i B (.
JRIE_array 0010117d 3 Of le fa  ENDBR64 8| else {
0x101196-0x1011a1 .eh_frame 00101181 55 PUSH RBP 9 print_string (*(undefineds *) (paran_2 + 8));
: .eh_frame_hdr L 00101182 48 89 eS MOV RBP, RSP 10| }
d0|ng? .rodata v 00101185 48 83 ec 10 SuB RSP, 0x10 11| return O;
—l F—— J 00101189 89 7d fc MOV dword ptr [REP + argc],EDI ? }
o ogram Tree 0010118c 48 89 75 fO MOV qword ptr [REP + argv],RSI 3
3. Under what conditions 101100 &3 70 e 1 O vard ptr [0 + arocl 00
: [ Symbol Tree B ® X = 00101194 7e 15 ILE LAB_001011ab
Wl” eaCh bIOCk be > B Imports T } 00101196 48 8b 45 fO MoV RAX,qword ptr [REP + argv]
N B E P . N 0010119a 48 83 cO 08 ADD RAX, 0x8
pores | 0010119 48 8b 00 MOV RaX,qword ptr [RAX]
exeCUted " » [ Functions ! 00101lal 48 89 c7 MOV RDI, RAX
» [C®@ Labels \ 001011a4 e8 a0 ff CALL print_string
| ff ff
> 0O Classes —~— 001011a9 eb Oc amp LAB_001011b7 5
» |{} Namespaces | _
) LAB_001011ab XREF[1] : 00101194 (j)
001011ab 48 8d 3d LEA RDI, [s_Hello_World!_00102010]
Se Oe 00 00
001011b2 e8 92 ff CALL print_string
Filter: £ ff ff
001011b7 b8 00 00 MOV EAX, Ox0
== 2 (INR [ 00 00
001011bc c9 LEAVE
v
43 Data Types 001011bd c3 RET 'y
g ﬁ BuiltinTypes P — - ) B «C ) B
» £ @hello_world —
» i@ generic_clib_64 sole - Scripting A d|x
Filter: f2)

@ | 00101196 main MOV RAX,qword ptr [RBP + 0... |



Ghidra

Analyzing

 Double click on one of the CodeBrowser: COSC169:/hello_world

calls to print_string
1. How many arguments B e = BBEB JIDULFRYB: @& o VEIE@G.0B 4. @

File Edit Analysis Graph MNavigation Search Select Tools Window Help

d th f N t N Wram Trees R =2IP 4| & Listing: hello_world A'n ||§— Bl @ =X wpile: print_string - (helloworld) % | [0 & v X
Oes e u C IO v ¥ hello_world A ' FUNCTION } A 1
k r) bss ™ oo o o R R KKK R R KKK R R KK R KKKk R KKKk . 2}/0id print_string(long param_1)
ta € .data indefined print_string() 3
2 Wh t . _t .got '1 undefined AL:1 <RETURN> 4l o e o g
» . undefineds Stack[-0x10] : 8 local_10 XREF[3] : 00101155 (W), 5| 1t (param_l !=
. a regIS er(S) are .:Z?Zr:;y - 00101159(R), »— ) printf("String: %s\n",param_1);
S 00101160(R) g
Used for the -init_array print_string XREF[5] : Entry Point(*), main:001011 8| return;
.eh_frame main:001011b2(c), 0010204c, 9|}
argument(S). .eh_frame_hdr - 00102100(*) 10
. .rodata v 00101149 f3 Of le fa ENDBRG4 )
0010114d 55 PUSH REP
3' What IS the CMP at —l Program Tree x | 0010114e 48 89 e5 MOV RBP, RSP
. 00101151 48 83 ec 10  SUB RSP, 0x10
OX1 01 1 59 CheCk|ng l@bol Tree o ™| X 00101155 48 89 7d f8 MOV qword ptr [REP + local 10],RDI
~ 00101159 48 83 7d cMP gqword ptr [REP + local_10],0x0
_I:Or? - IE]. Imports £8 00
> D Exports = 0010115e 74 la 3z LAB_0010117a
I » [ Functions ‘ 00101160 48 8b 45 8 MOV RaX,qword ptr [REF + local_10]
4. What gets printed? - & Labete | IOl 40 30 B | WOV I
| . . . .
» ED Classes i 00101167 32 g: gg . LEA RDI, [s_String: %s_00102004] g
> [E(y Namespaces | 0010116e b8 00 00 MOV EAX, OXO
| 00 00
| 00101173 e8 d8 fe CALL <EXTERNAL>: :printf
| ff ff
e 00101178 eb 01 IMP LAB_0010117b
Filter: f2) }
> LAB_0010117a XREF([1] : 0010115¢ ()
-2 N&E L » LAB_0010117b XREF[1] : 00101178(3)
0010117b c9 LEAVE
v
43 Data Types 0010117c c3 RET 'y
> ﬁ BuiltinTypes 7 v, == J v,
» I @hello_world —
» @ generic_clib_64 sole - Scripting G E X
Filter: f2)

@ | 00101149 print_string ENDBR64 |—



Week 1 Recap

e Remember the INTEL manuals

* RE requires you to develop an intuition for how code works which only
comes from practice.

* We will be teaching with Ghidra but there are other options available i.e.
binary ninja, or IDA



Day 2 Homework

* You will be compiling and looking at the disassembly of 3 C programs

* |f your machine isn't x86 you can log into the babylon servers and use those
for compiling

 Make sure that by the next class you can connect to the babylon servers. We
will be using them during class.



